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** Internet Protocol

» Transmission Control Protocol

* Hyper Text Transfer Protocol

% User Datagram Protocol

* File Transfer Protocol

7 Internet Control Message Protocol
* Simple mail transport protocol

%% Simple Network Management protocol

YA

www.Prozhe.com




www.prozhe.com cnvaliasr2012@yahoo.com

s 26 S St 0520

Lsz-’Li)-’QL‘JUQ\45;;7)}&)-’)”}"-.’@”);’\)@):'-1\LS))J-’JL”)\L-&)@JL%\)\@-’L&)-’QL“%\L"‘d\)ﬁb
Sha Ky s w dls g S aS S g kel e Bl g Sl g R ol SU st 5 sl 2 Cgl;.a Bl
2 s e el 1l el 5 odis Sl gla SalS Sl ulae @ jetes 2 &S glexlge 35
A Ll gt amlee CalSE L st Cuy pele
S5 a e Lolae 5 Ul hhls SO e a8 5 sas V.:.MSJ el 05, 4w @ Oy oy o sladly pb

13 gad o3linal Ol $ o & glite @y S aw aday ol 55l o Cilles

SR e sl sl )

IS o gla sy, ¥

e ngz.i,.:.gg,.ulj\ shls [)Lﬂ)‘\ fﬁgéﬂlﬁﬁnﬁﬁa C)mé;.)u&a Q\J\}Md\jﬂl}&g&:j\ Ol o
Q_)M_.,.L‘,_, eslaiad d\jﬁb)\ w.bﬁajmls.ﬁ\.bﬁ%—

(...ﬁﬁcﬁgﬁcjj@j)?asﬁ&aaau;ﬂ\ u.l.nl.cwzj.}o;)'\—

S O S 33 g 0 8,5 ,15 gk

by oo T 32003 C)JM plad )3 ¢ ke TESOUICE @wgwpaﬁo)%&wjaﬁ)\; (ol
(’L"‘; S} uja)ﬁ .LSJJI.S b J)}AKMZCJLGUUQ\ Cjﬁjb})} Jd&\yu ASLS"L@" L.’.QUJL»JAJJ\JJECA;J
A Wb o8 o5l550 G Gk 5l sl Bl GSS e 5 oo ges plad £ glis L) 5t S0 et SlbLS )
.J}Jrle;’\c:)\:ru

oSt s 1y s Sl el SO 5 IS 5 Shas 1y 08 il fulows 31 J5

s pi o ol atey jpe o3l )

Vghe Bl 4ty Y

* Accept Mode
I Blocking Mode

14

www.Prozhe.com




www.prozhe.com cnvaliasr2012@yahoo.com

42;};5;\;4@[)1\@4{?“&?\%)5“@1}-@ Al

s en st 5 4Kl Sl el welal I (g S sl (980, Gl c e b Slles Ol g wten Gl 5 8
NGt
555y o) 5 Gl Sllas br wen a5 lailen 5 o il 58 el Saanlis JI5 p6 Aol s ez
d@@jrmj\ Sl S ey Vo e Bl e oSS S Ol e Jlg b el S5 2 liasd
5 odewy plasl 4 Ol e Jsb 0Ly B ailo o Jlane Jis b oty 3 HdET s ey o 058 oS3 3 Sy
030 Jlp b s een 4 23,8 oo 1SS Lsline IS cnl 5 S LT Lo phBl ot 555 o0 oo oiian 3
AU Sl b s b el sll e 5 el DSl 3 [y 1B o 5eS Bals G35 5 e b
S5 sl O e oS 3L (G106 S 4 L Jads 5 ol
VJLRQY)'\CJLG)U;\J&\j&duﬁ\é\ﬁTCP/IPJJwJJcw\QYQYQ)MQMéJL«MS&b’JT}\
di ] @ aie WS (930 a5 ais il gl Y a LIS Y el b oSS g,
2ok Bl gladld s s pb oG LI il s s o Sl Y s 15T 5 05 wilal Sledl
il o azes o header 5 4V ,a
dsnb sla @Y Sl (S0 53 Olizabe ply o ol el del 5l b Glas some a3 S sl ol
P S

51 3 sl 55 (ol (gla 42) £ nme (Sl ey (s Sol3 )

£ oY 3 FTP L Telnet Jio oleus s o 4 Glato W y5 51 50 i Aol Y

f}wq‘ﬁjag)wgé@fﬂ\MU&JﬁheaderJ:.\;J_x.o\jS Y

Jgpl Jolay o

25 Sl atey ol g3 5 S s IS axes o) header o 5 TP wn s olal 5 Jis pb Il &Y

HE L R RIS MO

LBl 42wty Jlyl G ol TP T L el o5t b s slagedle 51 5 s e psl )
gd S JIs b w355 e o gl slaai

A w3 G ol TP sl b asis 5l b s slagedle Sl &t daade sl Y
s Ja 55 Slome o2 TP Gla uysD) 55 Gl JIs b 4 55)s e & Wl Gla ane 5 il
(355 50 5 JIy 8

S a Glae b B el anlab andad oS lawiey : Tedd andad andad ol Sty S plobid ojlad XY

gl Gl L Liea ol f\;t'.’."

2 Response Mode
* Identifier & Fragment Offset

\K)

www.Prozhe.com




www.prozhe.com cnvaliasr2012@yahoo.com

e Ked Bl Wl e Lt SYL Y s Lol ST 4 Gl oS plaans ST el
Ot b ol e S5 0T 4 Jasoss U1 5 sl S50 a4 Ghate 4y 4] oy
WL 5 Ked S Sk 03,5 b 1y ol i S ) iy &5 _pladion | ateg Sl Ol 0
g
et oy JB 50 J e el Aol 35 dedlo by el ok A
5K o 3 S 5 e sl b wny Y ) > S Gl sl ) Ul Y S sat o e
Rl 23 68 e (p fr e 5 o Sesle 5 e i e SO b b S gl e 2305 45w (550
by b s Sl B S Kpis 28,8 5L a0 I p Jh Y OBGH L gl s (0 05550l 255 0 plal Y
8 Pl iy 255 e 4 M ok 115 Sl e LT 4 oS ns s el o 1y JIs p6 S sl Y
5 A s B bl dder Gl @i 5 S e JUs 1 TP gle wy Jodr el ol s 4 pl
578 o plasl il Lol 3
2 il pm AL Sl S 5 ads Y cpl 5o el el B Aoy s Yl D e w4z S L
IP glgw sl gl 55 bl gaame 53 J5 25 ol 5 ol 35b Jlasl b o 53 5 S 50 gla Y

.J}ﬁi[)\ﬁJ..iLgJS\JL.,LgLaAA.i\J):wd\jaﬁw\)ﬁ-ﬂi@o&a\ ﬁ}kg&é%})ib%yd\j\sﬁ

‘Jlgpbpgoa¥ o
Jsl Y gla ans glaals PP e s o o3l aten J:.\;J sy Jlasl «Y header ¢laals 51 &V NeUBE

D RSk dls B ys ek S

Gl e St 0l artlid 3kl glacy g ST @ a5 U deale 5 s amsp Sy ojled )

Slaomale plad (sl 5 A3b dy OGT o all Jaee )3 Lo fIP g g 5o dal o T 1 SO J s
) 5 Ye el g opbed b TCP (6l sty 15 o Jls B el by kil 4zl 555 OIS ol st
4S SU st (Gla g e 5505 (SO S Gl ¢ Wyl 1y oSS G 25 5 2508 head &S P by
2 2,8 dades 1y YWy gl Ols e aS ol Telnet 5.8 51 5 eslitad s 5550 Sl Sas

g Gl T¥ g 6l Ol heaie S _pplaion

s o3linal BB S U gtme a5 ol Gl pad Aol o o 50 i 9 Tl 5 e 5 eyl AL LY

O a5 21 p3Y Sl 5 03 g 4y OF Conlo a0 LS ) oy Ll %0 J 28 lass Y
QO 3 8 ols wte plad 45 558 a5 (gl 65 el e 55T 05 G Jlie Ol g S e s

A dal 55 184S 05

* Pocket Filtering Router
* Acknowledgment
* TCP code Bits

AR

www.Prozhe.com




www.prozhe.com cnvaliasr2012@yahoo.com

)aoﬁj.a).ligxi\id\)‘\d.:.w_il.gTCPJoL.SJ\LSJ\JSJ..,LSL&:LAGSVLQSSWTQ‘Y@\QWW@MJ

Jg pb esls asls Mﬁﬁj\&\ﬂwﬁjﬁ Ol aals Ja Ao 5 VLQ_?\ 4" o PHCGPI J>—\J.al§¢TCP BN
o &l E g3 1, TCP b3yl )l 30 sbalolss Ll5 oo sl oo 058 Sl 8 BLII 2 6518, sl L5 e
Sode 5L Y ol dls pb 50 8 byl g3 ) C}La 0355 Obaadsl BB ojsn )3 5 03500 o) p dmie (ibe

..})\J)'l?wj:.éél.ﬁ&)ﬁ: a)Lq..\.i')'\
‘Jlgplpaway o

WY 53 JSan B 5 R o b e st bl 63,8 el s s £ Pl c Bl WY o

22 ol Sl Ol 5 f ste Sl s e 55 4 a0l o L header slias o jls e s o2l Lo @ p e
e el deld 5 A1y abedr S5 L (s SO0 S ey 0 L) D s e 2 Sl DI e Y
Sl s v o oS ol IS 30 o 5 Tl 3L 5 e Y 53 La (251 Sz 5 e 3 eed 5 353 oy

.JJL{J;'ASVFQY)JJLSUJJ}JJj.)w,ﬁr)b4.1&).)Mabﬁh\bjyﬁ&.w)ﬁa)wjé)jﬂﬁ

Wlod oo cdablons (T 311y iaans 1 19 26 4T

Internet

'
"

firewall

3 a2 Oe plad LMol b 55 dal s (6508 ax plnil a0 3B oxlge o oS AL ke Sl cn) L2

Coale 5 g @ 555 g @ ol SE38 Wl 5l b 5 g (5 me 53 SO ax 5 ol Oles 4
P A Bl el (F i b g Carlie SO a3l 5 dm s Bo SO ) S aS nl b ayls (Saes o g
oMb @ oS Anled o e Olaxlge (93000 w53 38 e il e3ly 5 b O s SlS Gldal U Sos
o lad b 5 e Glasey Wi ules 5 aid SOl C3 w w pl o 5 03500 Sl OG5 sy el

oles golesl sla oyls

AR

www.Prozhe.com




www.prozhe.com cnvaliasr2012@yahoo.com

S Il 0L (S5 Sl 1 5SS Gl s et SaelS S e 358 Olerles Sl S
Olpe Ol o sl SO 5l enlited U e ol Sl ol 51 5 o350 edalie Sas 1) 555 356 Joaxlo OUI
s ol e g pl Jle )3 1) 355w Zue e
2288 Lo G e il (gla 5 5slS 5l ealitale s b g s g 531 a8 5505 5 (3L sba s,
GO PRI R T
ol A2l IS 5 53 OF U385 5 seelS a Il 4 poB o3l aSalKan ™Y 498 of g 31 pwinwnw 499939 )
AL ke OB 5 5eelS (5 Wl (612t Do B Olla flB oo s b sdaliie 4 03 )36 51 150 3 55

b)}.} ab)\ L;“’"'J:'“’“'" a)L;-\ASJJ)\J J"QL’L CJL“J}»,GP.- LQMUJJ)\ L5>.-J" ﬁééﬁ)“““ﬁ@@“)é Y

wan 45 Ll o wal b 1y S i b (backdoor) s 53 S s VS L ady L A e
35l o al 315wl J S - slas

3 e s Sl eslid b 3L ozl s email bl et opdaline Dby oWy Y
S cpl bl Jlyl I8 Oltsa gl 1) a5 b Jlel sls e-mail sl 5 s 5,5 G« e-mail gla sl
Al ai 0B )50 a5 Ol S )0 SMTP 5 5 b 1 s e-mail s Oals jois b DB LIS
il s IS 1 b ,m ol et 3 Db, s S ) se

gl Az backdoor gl yls (65,5, Sl b alin 5 b lale oz 51 & 5 O Jole i NS £
G b S S oS s ls SYSI L L il e el d 1y B U ael Gad 25 s ely Sl e s K03
las 610 e T 5l 5

dloded S5 slacale s 4 SOl 53 (6 SIS 53 1) el ol Yoormt s g dy 0
o s 4 OB S S 65 ol ol W3l e B1 4zl ol S b LB ale g5l b ablis
Ll 55 g0 ¢ 33k i 1y B ES o a5 A3 o Gy il UL s B0 i 0 O 4 JLasl
S ol BBt Glalols 5 o b s 0355 arlpe LS iy Sl 03l ) LA (pl oS pats
ALy Sl plrsil e b e dd S O 5 A g e 25000 Eusly Sa 0 BLS )

gl ermail 55 ¢ e ool 3 Wb paid ahex G Ysers email s & E-mail glhews 1

> e 1y (5 i e-mail Wi o5 06 e-mal pi aSST G s 3o Ol )L Ol)lpa 5 ks 15 OLSS

* Remote Login

* Application Backdoor

* SMTP session hijacking
%0 spam

I Operating system bugs
> Denial of service
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